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Abstract 

There is a digital transformation in all areas of business, education and transport with the help 
of cloud – enabled IoT devices and interactive AI that prove to be primary contributors to data 
analytics. Secondary data from several sources have been reviewed and based on the analysis of 

previous studies conclusions are drawn in this paper. This study analyses the challenges faced by IoT 
and AI enabled devices and investigates the benefits of using block chain technology. The paper 

aims to bring into light the development of new business models based on the convergence of 
technology like block chain, AI and IoT.There is an increasing convergence of information 
technology and operational technology towards IoT.By design, innovations like IoT, AI, IDoT and 

Block chain are complementary and can be exploited to their full potential when used together. Their 
convergence can be an indispensible tool for data management and automation in business processes. 
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Introduction 

Digitalisation has made it possible for money to be transferred between individuals, 
companies, devices and machines. According to estimates, more than 20 billion devices are expected 
to be connected to the internet by 2025 (IoT Analytics, 2020)1.The use of autonomous agents like 

sensors and IoT enabled devices has increased gradually to an extent that they could act as individual 
profit centers.IoT devices such as smart home devices, buildings, sensors, cars, machines, or smart 

grids collect a large amount of data. This data is stored in a centralized server where, the data format 
is not standardized. It is difficult to interpret and extract data cross-platform. Blockchain technology 
enables standardization of data by setting up a digital platform for multiple users accessing the IoT 

data. Data could be stored in one format. As a result data can be managed more effectively and the 
interoperability of data stored also increases. (Karafiloski,Mishev, 2017)2. 

Statement of the Problem 

Devices with IoT functionalities in enterprises, businesses and among consumers are 
designed and developed to execute specific functions and security has become a concept which is 

given less importance when developing the product. The lack of a common operating framework and 
security principles cause serious issues for both the device manufacturers and consumers. There is a 

rapid growth of cloud-enabled and networked devices ranging from medical devices to home 
appliances and consumer electronics. Creating and maintaining device and user identities, 
establishing a relationship between those entities and ensuring integrity of such devices has been a 

constant challenge for security leaders as well as consumers. Therefore, the researcher has made an 
effort to analyse the possibilities to overcome such challenges faced by IoT and AI enabled devices 

with the help of block chain technology. 
Review of literature 

Szabo(1996)3 in his article mentioned that, smart contracts specify a set of promises digitally, in a 

protocol that automatically executes the terms of the contract.  
Henry D. Morris (2014)4in his paper pointed out that data extracted from IoT devices provides a 

mapping of device interconnectivity. Such mappings have been used by the media industry, 

https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B8
https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B9
https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B22
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companies and governments to target their audience and increase media efficiency. IoT is also 
increasingly being adopted as a means of gathering sensory data, and this sensory data has been used 

in medical and manufacturing contexts. 
Diedrich (2016)5in his articledescribes the block chain as a distributed ledger and can store all kinds 

of assets similar to a register. Block chain technology, internet of things (IoT) and artificial 
intelligence (AI) are recognized as innovations with the potential to improve current business 
processes and create new business models. Block chain can help in building trust, security, privacy 

and creating transparency in business processes by providing a decentralized and shared distributed 
ledger.  

Salah et al., (2019)6in their review stated that data stored in the block chain register can be related to 
money and other identities. IoT drives the automation of businesses and develops a user-friendly 
approach to business processes. AI also helps improve processes by detecting patterns and framing 

optimized outcomes of business processes.  
Zheng et al., (2020)7 in their study discovered that, the interconnection among the three innovations 

IoT, block chain and AI is ignored to a great extent and are used separately. However, theycould be 
used together and will converge in the near future. The best connection between these technologies 
would be that IoT collects and provides the data required, blockchain sets up the rules of engagement 

whereas, AI optimizes the business process.  
Objectives of the study 

1. To ascertain the benefits of block chain technology. 
2. To analyse the challenges faced by IoT and AI enabled devices. 
3. To offer suitable findings, suggestions and conclusion to the study. 

Methodology 

Secondary data from several sources have been reviewed and based on analysis of previous 

studies conclusions are drawn. This study analyses the challenges faced by IoT and AI enabled 
devices and investigates the benefits of using block chain technology. 
Block Chain Technology 

A blockchain ledger can be used as a management system of digital rights, allowing data to 
be licensed to the AI providers under customised terms and conditions. The ledger would act as an 

access management system storing the proof and permission using which businesses can access 
data.This question and answering system that is built,is called a model and it is created via a process 
called training. Training is done to create accurate models that answer questions correctly most of the 

time. To train a model, data is to be collected to train on. 
 

Two storage options available for data in block chains are on-chain and off-chain storage. In 
On-chain storage data is always available on-chain and can be restored from any node at any time. 
However this can lead to block chain bloating were a large amount of data hamper block chains’ 
scalability. Off-chain storage stores the actual data off-chain and only keeps aggregated metadata on-
chain. This has the benefit of being considerably more scalable than the on-chain solution but has 

decreased data transparency.Block chain platforms have a high degree of data privacy and can be 
implemented by the underlying cryptography. (Zyskind et al., 2015)8 

Artificial Intelligence (AI) and Block chain Technology 

AI applications are capable of assessing large data sets and many variables, while learning 
about or connecting those variables relevant to its tasks and objectives. AI is continued to be adopted 

by businesses to achieve that competitive edge. Decisions made based on AI outcomes are still to be 
verified by humans. Block chain can help clarify those outcomes and decisions. If decisions and 
associated data points are once recorded via transactions on a block chain, then the inherent attributes 

of blockchain will make auditing them easier. Block chain is the technology that enables users to 
trust transactions in a network. Infusing block chain into AI’s decision-making process would make 

it possible to achieve transparency and help users trust the outcomes and decisions derived using AI. 

TRAINING IS DONE BASED ON 

DATA COLLECTED 

MODEL IS 

CREATED 

TRANSACTIONS ARE 

RECORDED IN THE 

DISTRIBUTED LEDGER 

https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B3
https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B17
https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B25
https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B27
https://blog.modex.tech/combining-blockchain-and-artificial-intelligence-for-a-better-future-421e97141e60
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Securing Data accessed via IoT devices 
With the advent of IoT enabled devices it has become important to manage device to device, 

human to device and device to system or service. The Identity and Access Management (IAM) of 
devices plays a significant role in securing the devices and user’s information. Identity of things 

(IDoT) has also impacted the way IoT devices operate and it has helped gain user’s trust on such 
devices and data security while using them.(Anmol Singh2019)9. Hardware-based security 
approaches like Hardware Root of Trust (HRoT) and Trusted Execution Environment (TEE) are 

evolving into industry-wide standards for securing desktops, laptops,tablets and mobile phones. 
Hardware-based ‘root of trust’ offers on-chip security functions including key generation, integrity 

checks and attestation executed in an isolated hardware environment offering effective protection 
against physical thefts. 

IoT devices store huge amounts of sensitive data the security and privacy of which is 

important. The data collected by IoT devices is sent directly from the device to the respective 
database, where the data is collected. However, this data is not encrypted and does not ensure 

privacy. Block chain technology ensure privacy of the collected data as it has been developed with 
the security by design approach.Therefore, using block chain technology along with IoT can 
strengthen data security(Steger, 2017)10.The block chain platform has its own drawbacks as it is set 

up anonymously and it is not possible to associate a transaction with a particular party. This 
anonymity paves way for illicit activities, like money laundering and terrorist financing. Artificial 

Intelligence(AI) can help detect illicit activities (Yin et al. 2019)11. Several studies have 
proposedusing AI leveraging data analytics to help in reducing the risk of illicit activities on the 
block chain. AI technologies benefit from the large amount of data provided by IoT devices. 

Artificial Intelligence algorithms are fed data obtained from IoT devices. 
An interacting network with billions even trillions of the tracked objects becomes feasible 

with the help of IoT enabled devices. Direct interactions can be performed among objects and 
humans. Successful applications of IoT have been demonstrated in retail business, logistics, military, 
environment surveillance, and healthcare. In those applications, real-time data can be collected by 

numerous sensors and the data can be shared by the network to support decision-making. However, 
IoT’s potential in many areas, including design and operation of manufacturing systems, has yet been 

explored systematically.(G. Logeais. 2013)12 

Applications of Block Chain Technology 

Block chain technology with its encryption processes and integrated access systems better 

than non-block chain-based systems. They are able to protect data by design, organize the ownership 
of data and enable the monetization of data (Suliman et al., 2018)13.Blockchain brings trust, the 

missing elementfrom different technologies. Trust is gained only through diversity of users.A 
database has a single administrator whereas; a block chain enables a set of administrators to referee 
the data. This ensures that no single admin can maliciously change or delete data. The data is then 

secured in blocks that are chained to one and other cryptographically forming a ledger that is tamper 
resistant.(Jerry Cuomo, 2020)14. 

 
 
Blockchain is like a database because it is a digital ledger that stores information in data 

structures called blocks. A database can be modified by a single user, but a blockchain is a shared 
ledger that is immutable for all participants in a transaction. Each block of information contains hash 

code to provide cryptographic security.(Debbie Kestin-Schildkraut, 2020)15. Blockchain technology 
helps to track digital assets as they move through a chain of custody. It allows auditors, analysts 
andbusiness users to ensure that deliveries are done in a timely, reliable and accurate manner. Due to 

its immutable nature, the block chain technology helps organizations to spot areas where theft or 
fraud may have occurred. Even the consumer is able to track where his/her goods are coming 

from.(Nick Kammerman, 2020)16. 

“Every block chain may be considered a database, but every database cannot be 

considered a blockchain” 

https://www.kuppingercole.com/blog/singh
https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B20
https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B24
https://www.frontiersin.org/articles/10.3389/fbloc.2020.522600/full#B21
https://www.ibm.com/blogs/blockchain/author/jerrycuomo/
https://www.ibm.com/blogs/blockchain/author/debbie-kestin-schildkraut/
https://www.ibm.com/blogs/blockchain/author/nick-kammerman/
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Findings 
 Block chain technology is immutable in nature 

 AI and Block chain technology together can contribute to more capable devices and secure 
transactions online. 

 The IoT devices make it possible for humans and devices to interact and collect data with the help of 
numerous sensors, data collected can also be shared between devices. 

 Data is secured cryptographically in block chains and stored in a distributed ledger which is tamper 

resistant. 
 Block chain technology could help secure data stored and shared in the cloud. 

 

Suggestions 
 IoT devices and AI technology should be put into more optimal usage as their potential is yet to be 

exploited fully. 
 The technologies like AI, IoT and block chain have to converge to render more fruitful results in the 

data sharing process over the cloud. 
 Block chain technology could be incorporated in all devices using AI technology to ensure data 

security and transparency in transactions done online. 

 

Conclusion 

In the world of digitalisation, there are several independently interacting machines and 
devices and it becomes crucial to rely on the identity of things that can be reached,with the help of 
block chain technology.The immutable record of the digital identity in block chains is difficult to 

forge. It can improve and manage data of IoT devices due to its trust, immutable nature,and 
transparency. Hence, combined with AI the block chain technology is capable of addressing the 

current limitations of data gathered through IoT devices. 
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